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Mobile Commerce

Mobile commerce is a vast area of activity comprised of transactions with monetary value conducted via a mobile phone. These transactions may involve intangible goods, such as applications and information delivered to the mobile device in digital format, as well as tangible goods that are purchased using the mobile phone but delivered separately. Mobile phones can be used for a wide range of mobile transactions, either remotely over the digital mobile network, or locally at a point of sale. 

Today, a considerable proportion of mobile commerce consists of the purchase of different types of digital content that in most cases is used in the mobile phone. Consumers want to personalize their mobile phones with ringing tones, screen savers, and wallpapers. Games and downloadable phone applications as well as music and video clips are also becoming more and more popular. Once people get used to buying digital content and services with their mobile devices, they will more easily adopt the mobile payment mechanism for physical goods and local transactions as well. 

For mobile commerce to really take off, it needs to build on established habits, practices, and infrastructure, and then add specific mobility value. The added value can be, for instance, instant access and delivery, flexibility, convenience, personalization, location awareness, or better customer service. The key drivers of mobile commerce service adoption are ease-of-use and convenience, keeping the issue of security in mind. Applications and services that are too complex and time-consuming will discourage consumers from "going mobile." The challenge is to implement a secure payment scheme so that it remains convenient and simple to use.

Characteristics of Mobile Phone Markets

Mobile commerce means markets on wireless service area. These services are promising and growing all the time. The increase of markets relates to the number of sold mobile phones.

· About 50-60% of population has one or more mobile phones and the number is increasing.

· There are more mobile phone users than Internet users.

· There are more mobile phones than fixed phones.

· It is estimated that within 4 years there are more mobile phones that are capable to connect to Internet than traditional mobile phones with no Internet connectivity. Therefore, there will be more wireless Internet users than fixed users.

Architecture of Mobile Commerce

The architecture consists of 10 levels, starting from level 0. Level 0 is where all security policies to ensure transaction security are dealt with. This is a management component and it is independent of organization’s IT infrastructure. This is because in the mobile commerce environment, due to changing user needs, it is difficult for the security officer alone to ensure reliability of transaction. Since business managers know the various processes involved in conducting financial transactions, it is essential that they assume the overall responsibility, while security officers provide the necessary infrastructure. This view is quite different from the current electronic commerce environment where security officers are responsible for data and information security. This may be possible in a wired environment; however, due to the importance given to the information and the origin of it in a mobile commerce environment, the view is totally different. This new view will also enable organizations to align their business processes with proper security policies as it will be difficult to track users in a mobile commerce environment due to the possibility of “roaming.”
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Figure: The Architecture

Further, in mobile commerce environment, users, systems and transactions change rapidly and unpredictably. This requires organizations to accommodate these needs and yet provide reliable and secured transactions. The current static authentication and authorization is becoming out of use in mobile commerce while the new dynamic privilege management is becoming an essential component. Therefore, risk management associated with organizations’ IT security also needs to be dynamic and in real time to react to incidents and also to address potential threats more pro-actively. In essence, level 0 of the architecture will ensure that customers, business partners, and other stakeholders of a transaction such as banks and governments interact directly with these business applications and their IT environments, especially mobile environments. This level 0 architecture will ensure that the transaction environment is up and running, reliable and secure.

Levels 1 to 3 put the customer first and they are specific to business needs. At this level, several independent business activities are integrated through IT applications in order to ensure that data, functions and workflow modules of various business needs in an organization are synchronized. Due to increasing demands from customers, the visibility and interaction across the supply chain to the customer is essential in mobile commerce. Therefore, manual sub-transactions usually found in a traditional transaction (including weaker electronic commerce models) need to disappear and levels 1-3 will ensure that this happens in an organization.

Levels 4-6 consist of the various physical modules to support the workflow. These levels also consist of “code” needed to support workflow and integration of workflow. These levels are of extreme importance to business because this is where the integration of multiple segments of a business, such as Customer Relationship Management (CRM) and Supply Chain Management (SCM), takes place. Further, due to the physical nature of IT components, this is where the existing resources are integrated with new resources. To establish financial security, levels 4-6 need to be maintained properly because the transaction is split into multiple components at these levels before the transaction is processed. Further, when the transaction is split into component sub-transactions, each of the sub-transactions may run on varied systems with different infrastructures. Organisations should focus their “security” at this level for successful mobile-commerce.

The last three levels comprise of IT components in order to realise various combinations of business needs. At this level, IT components such as a computer are added to the existing infrastructure. While the previous levels (4-6) facilitate business needs, levels 7-9 actually implement them. Issues such as network speed, transaction completion time are essential characteristics at these levels. While the business performance is measured at the previous levels, response time measurement is conducted at the last three levels (7-9). These three levels are vulnerable to attack and implementation of security procedures starts at these levels.

Example of Mobile Commerce

When a financial transaction is facilitated in a mobile commerce environment, usually the consumer accesses the organization’s computer to search for appropriate details. Once the consumer is satisfied with his/her order, an order is placed. The consumer places an order using the infrastructure provided by the Internet storefront and using his or her payment method of choice. Once the order reaches the organization, the transaction is processed. A number of security issues such as verifying the credentials of the consumer arise at this point. Provision for real-time security and connectivity to authorize payment via the Internet or wireless medium forms an integral component of the transaction. The organization involved in the transaction channels the transaction through various financial networks such as banks, ensuring that customers are authorized to make their purchase.

While security issues are applied onto a transaction, usually client/server architecture is used to perform transaction processing. The client is installed on the organization’s merchant site by the third-party providing user authentication for financial details and this client is integrated with mobile commerce application. The client is usually pre-integrated with store management systems, such as those for management reporting purposes.

For the purposes of transaction authorization, the client software establishes a secure link with the processing server over the Internet using an SSL connection, and transmits the encrypted transaction request. The server, which is a multi-threaded processing environment, receives the request and transmits it over a private network to the appropriate financial processing network.

Depending upon the consumer’s financial status, the transaction is approved or denied. When the authorization response is received from the financial network, the response is returned via the same session to the client on your site. The client completes the transaction session by transparently sending a transaction receipt acknowledgement to the server before disconnecting the session.

The whole transaction is accomplished in few seconds, including confirmation back to the customer and the organization. If the transaction is approved, funds will be transferred to the organization’s account. Once the transaction is confirmed, the transaction will be securely routed and processed. As proof of a securely processed transaction, both the customer and the organization will receive a transaction confirmation number.
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Figure: Transaction Processing Cycle

The architecture described in this paper supports almost all the elements of the transaction that can be conducted in the organization. The security aspects not only involve the organizational IT infrastructure but also third-party security levels in order to approve a financial transaction. It should be remembered that consumers expect the organization to facilitate a reliable and secure transaction and it is in the interest of the organization that third parties involved in the transaction are reliable and capable of providing necessary security to consumer’s transactional details.

While the above diagram portrays a complete financial transaction system, the following two diagrams portray the component that needs to be supported by an organization. Components such as office systems form the levels 7-9 in the architecture outlined in this paper. Components such as databases would form the levels 4-6 in the architecture described above. Other components such as Business Logic Components form levels 1-3 of the architecture. The business processing for facilitation of transaction is also highlighted in the diagram on Figure 3.
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Figure: Business Processing Facilitating Mobile Commerce Transaction

Technology Behind Mobile Commerce

The ever-developing mobile infrastructure is bringing new business possibilities. The new technologies such as GPRS and UMTS supports increased data transmission capacity in the enhanced mobile infrastructure. The current GSM based transmission capacity of 9.6Kbit/s is suitable only for text-based transmissions such as SMS. This is not enough for any multimedia data transmission. The GPRS technology allows 114Kbit/s and UMTS allows up to 2Mbit/s data transmission speed. The third generation technology supports faster transmission speed and therefore any multimedia data can be transmitted over wireless network. This technology enables completely new services for mobile phone users. For example, the Internet services can be accessed using mobile terminals such as mobile phones or PDA devices through wireless connections.

Wireless Services 

Wireless services could be targeted for any kind of user profile, application or interest area. Mobile phones and mobility enables nowadays something else than just making calls. The value-added services for consumer utilize the data transmission capability of a mobile phone. The decision to purchase a mobile phone is not based entirely on phone call features but more on value-added services that the current technology supports. According to a market study for value-added mobile services, the long-run demand for mobile services can be categorized into entertainment, infotainment and transaction services and applications.

Security Features in Mobile Commerce

· Security Threats Arising from Mobile Commerce
Security threats in mobile commerce can range from passively eavesdropping into others’ message to actively stealing user’s data. In a radio frequency operated mobile commerce, with minimum difficulty it is possible to listen to one’s conversation. This has an impact for consumers because they are concerned about their data and voice messages from unauthorized access. 

· Security Threats That Can Impact Financial Transactions
Security risks in a mobile commerce environment associated with financial transactions can be categorized into traditional risks and non-traditional risks. Traditional risks usually involve loss or damage to tangible physical assets and resulting economic loss. For example, loss of computer hardware may have an impact on incomplete transaction. Alternatively, a data disk, which is not fully protected from theft, can place an organization into some form of risk.

· A Closer Look at Fraud and Crime Risks in Mobile Commerce
The scope of computer fraud and crime is immense in mobile commerce. Among the most common crimes are malicious mischief, such as the insertion of viruses or Trojan horses into one or more computer systems; the fraudulent transfer of money to personal accounts; the use of forged electronic signatures; the theft of credit card information and credit card fraud; Medicare and Medicaid fraud; the theft of intellectual property; illegal use of software; stock and commodity market manipulations; and similar illegal activities. Most losses are insurable, but premiums will be relatively exorbitant if security measures are not appropriately enacted.

· Security Risks in Mobile Commerce Emerging from Reliance on Third Parties
Today, most organizations rely on computers for their daily operations. Traditional risks and non-traditional security risks can interrupt a business or literally shut it down. For example, a security breach by a hacker can severely disrupt a business and those that depend on it. Most businesses in mobile commerce are dependent in several ways on the continued reliability and operation of computer controlled systems not within their control such as the telephone network managed and controlled by computers. Businesses are dependent on their financial institutions that are also managed and controlled by computers. In mobile commerce, to accommodate home users, organisations are dependent on their Internet service providers. Suppliers and customers depend on each other’s electronic data systems and on mutual systems, such as a third-party commodity exchange. When one system fails, it may cause the other systems to fail as well. Failure may be a slowdown in the dependent system, also called the “brownout,” or a total denial of service, also called the “blackout.” 

What is WAP?

The WAP is an evolving standard that accelerates mobile commerce markets. With a WAP capable mobile device someone can do business transactions like shopping, banking operations, reservations in Internet. The WAP stands for Wireless Application Protocol. WAP is a result of specification work done in WAP Forum, that is an organization represented by telecommunication and wireless technology companies that are responsible for developing and specifying protocols and guidelines to WAP application environment. WAP is an industry standard developed by a group of telecom manufactures (e.g. Nokia, Ericsson, Motorola, ...), telecom operators (Deutche Telecom, France Telecom, AT&T, ...), software companies and service providers (Microsoft, IBM, RSA, Unwired Planet, Symbian, ...). The total number of members in the WAP Forum exceeds 200.

Development of WAP 

A couple of years ago WAP was one proposal among many other XML applications. The technology development has enabled the WAP to become real life. The target of WAP was to bring out Web content to wireless applications. The content is encoded with a WML language. The usage of WML on mobile applications is one of the newest and promising application areas of XML and, a mobile access to company's information systems offers lots of new business opportunities. WAP can be seen as a completely new information channel for service providers and information consumers.

Someone may ask: "We already had an HTML to represent data on the Web. Why we could not use that for data encoding in WAP applications?" There were several reasons why not to use HTML: 

HTML's Weaknesses 

· HTML is not a compact format enough for wireless communication due to limited transmission capacity.

· HTML is too vendor specific presentation format and not so consistently supported. This means that applying HTML on wireless applications, developers cannot guarantee that HTML is implemented as it is in a specific Web environment. This might restrict potential markets of wireless applications.

Conclusions

The success of WAP is based on available working applications, low cost WAP devices and, services that are not high-charged. Before consumers decide to purchase a WAP phone, there should be interesting services available at a low cost to serve as add-on-value services to traditional mobile phones services. It seems to that corporations should first adapt WAP technology in their business. Corporations could build mobile portals that enable employees to access corporate applications and knowledge bases anytime and anywhere.

The corporate portal solutions could satisfy communication needs such as e-mail services, news services and, directory services. The user may connect to content services to request specific content or information about stock markets, weather, traffic schedules or news. Company employees may access corporate knowledge bases to find information in maintenance, sales and, training support duties.

The WAP services can be argued with the following benefits:

· The requested information is being received with no considerable delays and it is precise.

· WAP services are easy and convenient to access anytime and anywhere.

· WAP services can act also as syndicating services where a user pre-defines what information and, when it is needed by setting triggers that are launched when a certain condition is satisfied, e.g. a stock value has reached the target.

