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                                  INTRODUCTION
A fingerprint is an impression of the friction ridges of all or any part of the finger. A friction ridge is a raised portion of the epidermis on the palmar (palm and fingers) or plantar (sole and toes) skin, consisting of one or more connected ridge units of friction ridge skin.
On the palmar surface of the hands and feet are raised surfaces called friction ridges. The scientific basis behind friction ridge analysis is the fact that friction ridges are persistent and unique. Friction ridges are formed during fetal development where their unique characteristics emerge due to genetic and epigenetic factors (maternal diet, pH, temperature, movement of the fetus, etc.). Even identical twins do not have the same fingerprints. Uniqueness among even identical twins is due to random, or stochastic, effects during fetal development. Stochastic effects have widespread scientific acceptance as a source of uniqueness and have been observed in several animal studies which included fingerprint and other unique traits (hair patterning) between both clones and nuclear transfers. Friction ridges also persist throughout life in their permanent arrangement barring scarring or injury or until decomposition of the skin following death. Scarring occurs due to damage to the basal layer of the epidermis. Like friction ridges, scars are also persistent throughout life and are re-generated in new layers of skin.
                                     When analyzed at global level, the fingerprint pattern exhibits one or more regions where the ridge lines assume distinct shapes. These regions may be classified into three typologies: loop, arch and whorl.
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                 ARCH                                     LOOP                                          WHORL 
In arch pattern the ridges                 In a loop pattern the ridges enter      In whorl pattern
enter from one side make a             from either side curve and pass         the ridges are 
rise in center and exit                      out of lend to pass out the same        usually circular.
generally on the opposite side.         side they entered.       
                                                      HISTORY
There is no clear date at which fingerprinting was first used. However, significant modern dates documenting the use of fingerprints for positive identification are as follows:

· In 14th century Persia, various official government papers had fingerprints (impressions), and one government official, a doctor, observed that no two fingerprints were exactly alike. 

· 1823: Jan Evangelista Purkyně, a professor of anatomy at the University of Breslau, published his thesis discussing 9 fingerprint patterns, but he did not mention the use of fingerprints to identify persons. 

· 1880: Dr Henry Faulds published his first paper on the subject in the scientific journal Nature in 1880.Returning to the UK in 1886, he offered the concept to the Metropolitan Police in London but it was dismissed.

· 1892: Sir Francis Galton published a detailed statistical model of fingerprint analysis and identification and encouraged its use in forensic science in his book Finger Prints.[10] 

· 1897: World's first Fingerprint Bureau opens in Calcutta (Kolkata), India after the Council of the Governor General approved a committee report (on 12 June 1897) that fingerprints should be used for classification of criminal records. Working in the Calcutta Anthropometric Bureau (before it became the Fingerprint Bureau) were Azizul Haque and Hem Chandra Bose. Haque and Bose are the Indian fingerprint experts credited with primary development of the fingerprint classification system eventually named after their supervisor, Sir Edward Richard Henry.[citation needed] 

· 1901: The first United Kingdom Fingerprint Bureau was founded in Scotland Yard. The Henry Classification System, devised by Sir Edward Richard Henry with the help of Haque and Bose, was accepted in England and Wales. 

· 1902: Dr. Henry P. DeForrest used fingerprinting in the New York Civil Service. 

· 1906 New York City Police Department Deputy Commissioner Joseph A. Faurot introduced fingerprinting of criminals to the United States

                   FINGERPRINT IDENTIFICATION
Fingerprint identification (sometimes referred to as dactyloscopy) or palmprint identification is the process of comparing questioned and known friction skin ridge impressions (see Minutiae) from fingers or palms to determine if the impressions are from the same finger or palm. The flexibility of friction ridge skin means that no two finger or palm prints are ever exactly alike (never identical in every detail), even two impressions recorded immediately after each other. Fingerprint identification (also referred to as individualization) occurs when an expert (or an expert computer system operating under threshold scoring rules) determines that two friction ridge impressions originated from the same finger or palm (or toe, sole) to the exclusion of all others.

A known print is the intentional recording of the friction ridges, usually with black printer's ink rolled across a contrasting white background, typically a white card. Friction ridges can also be recorded digitally using a technique called Live-Scan. A latent print is the chance reproduction of the friction ridges deposited on the surface of an item. Latent prints are often fragmentary and may require chemical methods, powder, or alternative light sources in order to be visualized.

When friction ridges come in contact with a surface that is receptive to a print, material on the ridges, such as perspiration, oil, grease, ink, etc. can be transferred to the item. The factors which affect friction ridge impressions are numerous, thereby requiring examiners to undergo extensive and objective study in order to be trained to competency. Pliability of the skin, deposition pressure, slippage, the matrix, the surface, and the development medium are just some of the various factors which can cause a latent print to appear differently from the known recording of the same friction ridges. Indeed, the conditions of friction ridge deposition are unique and never duplicated. This is another reason as to why extensive and objective study is necessary in order to train examiners to be able to reach competent conclusions.

                                         FINGERPRINT CAPTURE
Fingerprint image acquisition is considered as the most critical step of an automated fingerprint authentication system, as it determines the final fingerprint image quality, which has drastic effects on the overall system performance. On the market there are different types of fingerprint readers, but the basic idea behind each capture approach is the measure in some way the physical difference between ridges and valleys. All the proposed methods can be grouped in two major families: solid-state fingerprint readers and optical fingerprint readers. The procedure to capture a fingerprint using a sensor consists in rolling or touching with the finger onto a sensing area, which according to the used physical principle (capacitive, optical, thermal, etc.) captures the difference between valleys and ridges. When a finger touches or rolls onto a surface, the elastic skin deforms. The quantity and direction of the pressure applied by the user, the skin conditions and the projection of an irregular 3D object (the finger) onto a 2D flat plane introduce distortions, noise and inconsistencies on the captured fingerprint image. These problems have been indicated as inconsistent, irreproducible and non-uniform contacts and, during each acquisition, their effect on the same fingerprint results different and uncontrollable. The representation of the same fingerprint changes every time the finger is placed on the sensor platen, increasing the complexity of the fingerprint matching and representing a negative influence on the system performance with a consequent limited wide-spreading of this biometric technology.
[image: image3.emf]
           Futronic’s Live Finger Detection(LFD) technology

Live Finger Detection (LFD) is a patent pending technology developed by Futronic to stop the access to secured data and location by using fake fingers made from silicone, rubber, play-doh, etc.

                Futronic uses active sensing technology to detect live human finger. In Futronic optical fingerprint scanner, a special signal is emitted to the finger to be authenticated. This signal goes beyond the human skin and then returns to sensor inside the scanner. The returned signal of alive human finger is unique compared to that from any other material. Futronic has developed an algorithm to differentiate the returned signal of live human finger from that of all other material. As a result, Futronic optical fingerprint scanner only captures the fingerprint of live fingers and rejects

all other material that puts on it. Fake fingers made from silicone, rubber, play-doh, etc, cannot be used to get access through Futronic optical fingerprint scanner.

                           To make the LFD working properly, users need to put the finger on scanner more carefully and accurately. It is because the finger must touch a special location on the fingerprint scanner for the LFD signal and sensor to work on.

         The following pictures illustrate how to put finger on scanner for the LFD to work properly
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If a finger is not put on scanner accurately according to the above pictures, it may be rejected because it cannot be detected by the scanner as a live human finger. When this happens, please take away finger and try to put finger again. After several trial, it is easy to get used to it.

Some users may feel that it is quite inconvenient to use LFD function. But it is worthwhile to sacrifice convenience a bit for enhanced security. Moreover, the FLD function can be de-activated in all Futronic products for applications that enhanced security against fake fingers is not necessary.

FAKE  FINGER DETECTION BASED ON THE ANALYSIS OF SKIN DISTORTION
The user is required to move his finger while pressing it against the scanner surface ,thus deliberately exaggerating the skin distortion .When a real finger moves on a scanner surface ,it produces a significant amount of distortion ,which can be observed to be quite different from that produced by fake fingers .Usually fake fingers are more rigid than skin ,then the distortion is definitely lower ;even if highly elastic materials are used ,it seems very difficult to precisely emulate the specific way a real finger is distorted ,because the behaviour is related to the way the external skin is anchored to the underlying derma and influenced by the position and shape of the finger bone.
                                   The analysis of skin distortion requires in input a sequence of frames instead of a single static image .To this purpose, the fingerprint scanner must be able to deliver a set of frames to the processing unit at a high speed (at least 20 frames per second).
METHODS FOR CREATING FAKE FINGER

There are two methods for creating fake fingers:

· Duplication with cooperation

· Duplication without cooperation

In both these cases, the material used to create the fakes was silicone:

DUPLICATION WITH CO-OPERATION

Duplication of a fingerprint with co-operation of its owner is of  course the easiest method since it is possible to compare the dummy with the original fingerprint on all aspects and adopt it accordingly. First, a plaster cast of the finger is create a wafer-thin silicon dummy. This dummy can be glued to anyone’s finger without it begin noticeable to the eye. It follows that creation of this type of dummy is possible with very limited means within a few hours.
Steps to create a wafer-thin silicon dummy of a fingerprint if the owner of the fingerprint is willing to co-operate. The method requires only a limited amount (a few hours) and limited means (only cheap and easy accessible materials are used).

· Beforehand, the finger should be washed with soap to make plaster flow more easily through the valleys of the print.

· Using modeling-wax a kind of saucer or bowl is formed at the nail side of the finger and around the tip of the finger (like a thimble with an opening where the actual fingerprint is). This bowl is filled with plaster to obtain a print of the finger. Preferably the plaster should be of a good quality (such as used by the dental technicians or kits for creating plaster figures sold in hobby shops).
· The dried plaster is a bowl with a prefect fingerprint inside. In order to make a very thin dummy,a pounder that fits the mould (apart from a 1mm distance for the dummy) can be created using plaster.

· Silicon waterproof cement (available in any do-it-yourself shop) or liquid silicon rubber is placed in the mould and the pounder is pressed firmly on top of this layer.

· When the silicon has hardened, the dummy should be very carefully removed and is ready. 

DUPLICATION WITHOUT CO-OPERATION
For duplication of a fingerprint without co-operation of its owner it is necessary to obtain a print of the finger from for example a glass or another surface. One of the best ways to obtain such a print could be the fingerprint scanner itself. If the scanner is cleaned before a person is using it, an almost perfect print is left on the scanner surface since people tend to press their finger (which is the verification finger!) firmly on the scanner. Some more expertise is required to create a dummy from such a print, but every dental technician has the skills and equipment to create one.

In order to make a dummy from a finger print without co-operation of it’s owner ,a remake of a finger print that was left behind somewhere has to be made. The resulting dummy can of course be no better than the print itself so that for a good dummy a print is required.
· First the print has to be copied from the material it is left on. The method used police can be very easily used. Visualisation of the print is done with a very fine powder put on the print with a brush. some scotch tape is used to remove the powder from the underground.

· A camera and film are used to create a photo of the print by placing the tape on the photosensitive side of the film and making a picture of a diffuse light source.

· After developing the film, the negative is attached to a photosensitive PCB. This is exposed to UV light after which the negative is removed and the PCB will be developed using an etching bath, the parts of the PCB that were exposed to the UV light are washed away. A final etching bath (sour) etches the copper layer. The result is a very slim profile (about 35 micron) that is an exact copy of print, copied in step 1.

· After deepening the profile to resemble the depth of a regular fingerprint, a silicon waterproof cement stamp can be created.

This method creates an almost perfect copy of the finger in about eight hours, using materials that are available in do-it-yourself shops and electronics shops.  

FAKE FINGER DETECTION TECHNIQUES: 
The following techniques are used for detecting fake finger:-
Analysis of static properties of the finger:

                     Additional hardware is used to capture information such as temperature, impedance or other electric measurements. Electronic noses are used with the aim of detecting the odor of those materials that are typically used to create fake finger (e.g. silicone or gelatin); spectroscopy based techniques expose the skin to multiple wavelengths of light and analyze the reflected spectrum; nonhuman tissues show a spectrum usually quite different from human ones.

Analysis of dynamic properties of the finger: 
                                        Such as skin perspiration, pulse oximetry, blood pulsation and skin elasticity. To date, fake detection by skin-perspiration is probably the technique most deeply studied in scientific publications: the idea is to exploit the perspiration of the skin that, starting from the pores, diffuses in the fingerprint pattern following the ridge lines, making them appear darker over time. The perspiration process is detected through a time series of images acquired from scanner over a time window of a few seconds. Skin elasticity, which produces distortion in the acquired fingerprint images. Scanners were tested and the authors reported to be able to spoof all of them at the first o second attempt. It was suggested that the acquisition of a video sequence of fingerprint images could be used to define a new type of bio metric feature, which combines a physiological trait (fingerprint) to behavioral traits (e.g. a particular movement of the finger on the sensor chosen by the user).                 

                                  CONCLUSION:
Fingerprint have been widely used as a form of identification for many years and are well established in many cultures, countries and jurisdictions.The bimetric use of fingerprints continue to grow as sensor technology improves, prices fall and supporting systems are enhanced. While much has been afforded to the spoofing of fingerprint sensors, this is only one of the security concerns with the biometric identification and authentication systems. It is clear that most attack vectors relate to the supporting systems and networks. It is equally clear that properly architected and secure systems, together with physical security, good network hygiene and management, must play a key role in securing such biometric systems.
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